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https://www.coindesk.com/bitcoin-sets-new-all-time-high-of-49-7k-putting-50k-within-striking-distance

https://www.coindesk.com/bitcoin-sets-new-all-time-high-of-49-7k-putting-50k-within-striking-distance
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https://markets.businessinsider.com/currencies/news/bitcoin-value-negative-environmental-impact-nouriel-roubini-cryptocurrencies-2021-2-1030067687

(10/02/2021)

https://markets.businessinsider.com/currencies/news/bitcoin-value-negative-environmental-impact-nouriel-roubini-cryptocurrencies-2021-2-1030067687
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https://www.politico.eu/article/valdis-dombrovskis-i-want-a-digital-euro-ecb-commission/

https://www.politico.eu/article/valdis-dombrovskis-i-want-a-digital-euro-ecb-commission/
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Outline of this lecture
• Blockchain Background

– Hashing
– Asymmetric cryptography
– Digital Signatures

• Bitcoin 
– Transactions, Blocks
– Consensus (Proof of Work)

• Smart contracts
• Other Blockchain Solutions
• Trustchain
• Future: DAO

Alice Bob Charlie
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Bitcoin vs. Blockchain

• Both starts with
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Motivation

Concerns on Fiat currency

• Issued by governments
• Delay between transaction and settlement
• Financial institutions serving as trusted third parties
• The cost of mediation increases transaction costs
• We need a mechanism to make payments over a 

communications channel without a trusted party
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Solution (from Nakamoto’s paper)

• An electronic payment system based on 
cryptographic proof instead of trust, 

• Transactions that are computationally 
impractical to reverse would protect sellers 
from fraud. 

• A solution to the double-spending problem by
generating computational proof of the 
chronological order of transactions. 
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Preliminaries

• Hash function
• Asymmetric encryption
• Digital signatures
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Hashing

Collision-free

• Collisions do exist but it is 
very difficult to find them

Hiding

• Given an output, it is not 
feasible to find an input

• Req: No particulary likely 
input

Puzzle-friendly

• Given an output and only a 
part of the input, it is not 
feasible to find remaining 
part of input 
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Hashing

Possible inputs
Collision-free
 Collisions do exist but it 

is very difficult to find 
them

Possible outputs

a

b
y

Finding two inputs a and b giving the same output y is infeasible.
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Hashing

Hiding
• Given an output, it is 

not feasible to find an 
input

• Req: No particulary 
likely input

Given y, it is infeasible to find an input giving y.

Possible inputs

Possible outputs

?

?
y
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Hashing

Puzzle-friendliness
• Given an output and 

only a part of the input, 
it is not feasible to find 
remaining part of input 

Given y, and all but 1 bit of its input a, there is no feasible way 
to predict the missing bit.

Possible inputs

Possible outputs

a
y

a = 0010101101010?101011 y = 11100110
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DEMO

Secure Hash Algorithm

https://passwordsgenerator.net/sha256-hash-generator/

https://passwordsgenerator.net/sha256-hash-generator/
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Symmetric key encryption

Encryption Decryption

Alice Bob

same key



16

Symmetric key encryption

Encryption Decryption

Alice Bob

Charlie

Charlie can decrypt 
Alice’s message.

Charlie can encrypt 
another message 

and send it to Bob.
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Asymmetric key encryption (Public key encryption)

Encryption Decryption

Alice Bob
1st Scenario
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Asymmetric key encryption Charlie

Charlie cannot decrypt 
Alice’s message.

Charlie can still encrypt 
another message and 

send it to Bob.

Encryption Decryption

Alice Bob
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Asymmetric key encryption (Public key encryption)

Key-pair generator



20

Asymmetric key encryption (Public key encryption)

Encryption Decryption

Alice Bob
2nd Scenario
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Asymmetric key encryption Charlie

Charlie can decrypt 
Alice’s message.

Encryption Decryption

Alice Bob
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Asymmetric key encryption Charlie

Charlie cannot decrypt 
any messages.

Charlie cannot send 
messages in the name 

of Alice or Bob.

Encryption Decryption

Alice Bob

Decryption Encryption

Alice’s keys

Bob’s 
public key

Alice’s 
public key

Bob’s keys
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Message

Private

Public

Digital signatures

Signing 
Algorithm

Message

Signature

Public

Public

Message

Signature
Verification 
Algorithm

Alice

Signature

Bob
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Pointer to the proof of assets

Transaction

Signature

“Alice gives 10 units to Bob”

T2

T1

Origin of Alice’s 
assets

• Anyone can verify that 
Alice used assets that she 
had.

• Anyone can verify that Bob 
now has the assets.

• Only Bob can use the 
assets since he holds the 
associated private key.
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DEMO: Bitcoin transactions

https://www.blockchain.com/explorer

https://www.blockchain.com/explorer
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Hash pointer

(data)

H(B)
Cryptographic hash of the block

B
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Block of data with a hash pointer

(data)

H(B1)

(data)

H(B2)

B1 B2
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Blockchain

Genesis
block

H(G)

(data)

H(B1)

(data)

H(B2)

(data)

H(B3)

Consecutive blocks form the blockchain

B1 B2 B3
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Blockchain 1.0



30

Bitcoin

• Proposed in 2007 by Satoshi Nakamoto
(pseudonym)

• No central authority issuing coins
• Your public key is your wallet address
• With the private key, you can sign 

transactions



31

Transactions are stored in blocks

Merkle tree
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Consensus

• Target: Single, shared ledger of transactions

Genesis
block

H(G)

Transactions
…
…
…

B1
Timestamp

Merkle Root

H(B1)

Transactions
…
…
…

B2
Timestamp

Merkle Root

New Transactions
T1
T2
T3
…
…

T100
…

Which transactions will the 
next block (B3) contain?
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One single blockchain

• Target: Single, shared ledger of transactions

H(B2)

Transactions
T1
…
…

T30

B3
Timestamp

Merkle Root

Alice

H(B2)

Transactions
T31
…
…

T60

B3
Timestamp

Merkle Root

Bob

H(B2)

Transactions
T70
…
…

T100

B3
Timestamp

Merkle Root

Charlie
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Proof of Work: Puzzle-solving

Puzzle: 

• Find a value for PoW such that the 
first X bits of H(B3) will be zero.

• Because of the features of the 
hashing algorithm, there is not an 
easy way to do this.

• The one who finds the value proves 
that she put a lot of effort on it.

H(B2)

Transactions
T1
…
…

T30

B3
Timestamp

Merkle Root PoW

H(B3)
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Consensus by Proof-of-Work

• Derive trust through mathematical properties
• Performed by so-called miners
• Solving an arithmetic puzzle

– Goal: find H(x) < d where:
• H is a hash function
• x is (the description of) a block in the blockchain
• d is the difficulty parameter
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Bitcoin blocks

• Bitcoin has fixed block sizes of 1MB
• A block is expected to be found in 10 minutes.

– If not, adjust the difficulty accordingly.
– The more miners compete, the more difficult the problem is.

• Higher block size -> more transaction throughput
– But leads to faster growth of blockchain and resource usage 
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DEMO: Bitcoin blocks

https://www.blockchain.com/explorer

https://www.blockchain.com/explorer
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Consensus by Proof-of-Work
The first miner to find such a “magical” hash is rewarded with:

1. The block reward (halves every 210,000 blocks, the coin reward decreased 
from 12.5 to 6.25 coins on 12 May 2020. It will decrease from 6.25 to 3.125 
coins on 06 May 2024) (https://www.bitcoinblockhalf.com)

2. Sum of transaction fees in the block (https://billfodl.com/pages/bitcoinfees)

• To get your transaction processed quickly you have to outbid other users

https://www.bitcoinblockhalf.com/
https://billfodl.com/pages/bitcoinfees
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Simultaneous mining

• What if two miners find the same block at (roughly) the same time?
• Now, different miners will build upon different blocks
• Selection rule by miners: longest chains wins
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Double-spending attack
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Double-spending attack
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Double-spending attack
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Double-spending attack
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Double-spending attack

• An attacker needs a majority of mining power
• This requires an extensive investment in resources
• Also called the 51% attack
• Sometimes happens on inmature coins

– For some coins, it is easy to get a majority of mining power
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Altcoins

• Bitcoin-derived alternative coins
• Often use different parameters

– Hashing algorithm
– Block size
– Mining difficulty
– Block rewards
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Mining pools

Source: https://www.blockchain.com/pools

https://www.blockchain.com/pools
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Mining pools

Source: https://www.blockchain.com/pools

https://www.blockchain.com/pools
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Bitcoin Issues
• Scalability

– Transaction throughput is bounded by block addition rate
– > 1000 tx/sec throughput required to replace the Visa payment system

• Storage requirements
– Blockchain is large; over 328 GB (Last year it was around 292 GB)

(https://www.blockchain.com/charts/blocks-size)

• Unsure future
– What happens when the block reward becomes low?

• Electricity usage

https://www.blockchain.com/charts/blocks-size
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Source: https://cbeci.org/cbeci/comparisons, International Energy Agency report, 2016 est. 

https://cbeci.org/cbeci/comparisons
https://www.iea.org/statistics/electricity/
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Source: https://cbeci.org/cbeci/comparisons, U.S. Energy Information Administration country data, 2019 est. (or most recent available year) 

Energy Consumption

https://cbeci.org/cbeci/comparisons
https://www.eia.gov/international/data/world/electricity/electricity-consumption?pd=2&p=0000002&u=0&f=A&v=mapbubble&a=-&i=none&vo=value&t=C&g=00000000000000000000000000000000000000000000000001&l=249-ruvvvvvfvtvnvv1vrvvvvfvvvvvvfvvvou20evvvvvvvvvvnvvvs0008&s=315532800000&e=1546300800000&
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Enhancement
Scalability
• Off-chain solutions
• Sharding
• Directed Acyclic Graphs
• No consensus

Energy-friendly consensus
• Proof of Stake
• Proof of Hardware

Security
• Permissioned blockchains

Generalization
• Smart contracts
• Decentralized Autonomous Organizations

Blockchain
Enhancement 

Directions
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Blockchain 2.0
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Ethereum

• Founded in 2014
• Nodes in the network execute smart contracts

– Executed within the Ethereum Virtual Machine
– Written in the Solidity scripting language

• Gas, the “fuel” of the network
– Every computing step that transforms the state consumes some gas
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Example of a smart contract
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Ethereum accounts

• Externally owned accounts (EOAs)
– No code attached to this account

• Contract accounts
– Code execution triggered by transactions

• Transactions are created from EOAs
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Ethereum transactions



57

Ethereum scalability

• One block mined around every 12 seconds
• When a block is mined, transactions in the block are executed by all

miners
• Amount of transactions in a block determined by gas limit block and

transactions
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(More) Scalable consensus: Proof-of-Stake

• The creator of the next block is chosen in a pseudo-random way, 
depending on his share of the chain.

• Ethereum plans to move to Proof-of-Stake consensus (Casper)
• Advantage:

– Less (mining) energy consumption
• Disadvantage:

– Working on a double spend is ”free” (nothing at stake)
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Improving scalability: sharding

• Usually: one single state
• Idea: split up the state in different 

shards
– I.e. Based on address space

• Keep communication as much
within shards

• Inter-shard communication is 
expensive
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Other Blockchain Solutions in Short
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Hyperledger Fabric

• Permissioned
• Uses Smart Contracts
• Configurable consensus

– relies on a backend service (known as the ordering service) 
that intermediates the messages between senders and receivers.

– Backend service ensures that all receivers will see messages in same order
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Ripple (XRP)

• Permissioned network consisting financial institutions and banks
• Consensus: XRP Ledger Consensus Protocol (evolving)
• Currently, does not have a use case, is only a speculative token. 
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Ripple (XRP)

• Permissioned network consisting financial institutions and banks
• Consensus: XRP Ledger Consensus Protocol (evolving)
• Currently, does not have a use case, is only a speculative token. 
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Bitcoin-NG

• Motivation: Bitcoin loses incentive-compatibility when attacker size > 29%
• Solution: 

– Single-chain
– 2 types of blocks: 

• Macro blocks: Proof of Work
• Micro blocks: Their transaction fees go to creator of macro-blocks

Source: https://hackingdistributed.com/2015/10/14/bitcoin-ng/

https://hackingdistributed.com/2015/10/14/bitcoin-ng/
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Lightning Network

• Layer-2 payment 
protocol (on top of 
Bitcoin)

• Attacks scalability 
problem

• Off-chain transactions: 
No need to store all 
transactions on bitcoin
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Blockchain 3.0
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The scalability trilemma (?)

Scalability

DecentralizationSecurity
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TrustChain

• A scalable blockchain
fabric to build trust

Otte, Pim, Martijn de Vos, and Johan Pouwelse. "TrustChain: A Sybil-resistant scalable blockchain.”
Future Generation Computer Systems (2017).
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Transaction

• Consider a transaction between two 
users

• Both users sign the transaction
– Using any secure signing algorithm
– Irrefutable participation
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Transaction Chaining

• We can chain these transactions together
• Each users keeps track of his own transaction history
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Improving Security

• We add an additional pointer to 
each block
– Points towards the previous block 

in the chain of the transaction 
counterparty
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Entangled Chains
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TrustChain properties

• Entanglement makes it hard to tamper with the chain
• Scalable

– Transactions are not dependent on other users in the network
• Lower storage requirements

– We only need to store our own chain and (parts of) the chains of 
transaction partners
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What can we do with TrustChain?

• Build a digital identity (ongoing project with Dutch government)
• Real-time money routing with real IBAN accounts
• Large-scale Bandwidth accounting
• Build a scalable decentralized exchange
• … ?

• No cryptocurrencies required, just accounting!
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Delft Technology Portfolio

Pouwelse, Johan, et al. "Laws for Creating Trust in the Blockchain Age.” European Property Law
Journal 6.3 (2017): 321-356.



76

Tribler

• Our academic, experimental playground
• Peer-to-peer file sharing software
• 1.8 million downloads
• Anonymous downloading and seeding

– Tor-like overlay network
• Video-on-Demand

https://tribler.org
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Future

• Blockchain managed to decentralize currency
• Why not to

decentralize everything?

• Properties? Companies? 
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Decentralized Autonomous Organization

• An organization represented by computer-
programmed rules 

• The rules upon which the company functions 
are enforced digitally

• Emerged with the generalization of application 
domain: Smart contracts

• The program is controlled by all shareholders
• No central government
• Transaction records and program rules are 

stored in blockchain

Source: https://blog.codecentric.de/en/2017/09/decentralized-autonomous-organization-blockchain/
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Decentralized Autonomous Organization

• Self-organization
• Feedbacks from shareholders
• Meritocratic: Your position in organization is based on the value you 

contributed
• Contribution is measured with tokens (reputation)
• Diversity of perspectives
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DAO Examples

Aragon
open-source software project for the 

creation and management of 
decentralized organizations

(plug and play company setup)

a decentralized prediction market 

A social media platform. 
You get money for 
creating content.
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